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Information Security Management System

1ISO/IEGCH VYO0 anu BS99 9E2ian M SORY0 0

1989 — BS PD 0003, A code of practice for information security
management

1995 — Updated and re-issued as BS 7799

1998 — Part 2 of BS 7799 issued

1999 - First major revision to BS 7799-1

2000 — ISO 17799 was identical in technical content to BS7799-1
2002 — Major revision to BS 7799-2

2005 - IS0 27001

BS 7799-1 = ISO 17799
BS 7799-2 = ISO 27001
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Information security management system
General requirements
Establishing and managing the ISMS

4.2.1 ablish th

4.2.2 (nplzmisnt znd goarzia g 1S5S
4.2.3 Vonitor and raviaw tha 1595
4.2.4 aintain and mprova tha 1S45
4.3 Documentation requirements
4.3.1 General

4.3.2 Control of documents

4.3.3 Control of records

ISO 9001
ISO 14001
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Information Security'Management Syste
Management responsibility
Management commitment
Resource management
5.2.1 Provision of resources
5.2.2 Training, awareness and competence
6 Internal ISMS audit
7 Management review of the ISMS
7.1 General
7.2 Review input
7.3 Review output
8 ISMS improvement
8.1 Continual improvement ISO 9001
8.2 Corrective action 1ISO 14001
8.3 Preventive action
— Annex A Control objectives and controls

Information Security’ Management/System

Security Policy

Organization of information security

Internal organization

External parties

Asset management
7.1 Responsibility for assets
7.2 Information classification
8 Human resources security
8.1 Prior to employment
8.2 During employment
8.3 Termination or change of employment
9 Physical and environmental security
9.1 Secure areas
9.2 Equipment security
10 Communications and operations management
10.1 Operational procedures and responsibilities
10.2 Third party service delivery management
10.3 System planning and acceptance
10.4 Protection against malicious software
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Back.
Back-up

Network Securit ement

1ange of information
ctronic commerce services
Monitoring
Control
cess control
> Marn

ponsibill

Op

Applic CC control

Mobile computing and vorking

Inform ems acquisition, development and maintenance

Security requirements of information systems

1S5S0 27001:2005"  Information/Security: Management'System

Technical Vulnerabilit igement
Information security incident m ement

porting information securi

Business continuity management

Information security aspects of business continuity management

15 Compliance

15.1 Compliance with legal requirements

15.2 Compliance with security policies and standards, and technical
) compliance

15.3 Information systems audit considerations
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WI Personel validation

| f ion of IegaF
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R[-Internal organisational WI Coordination of multiuser .1
i activities
documentation
WI Licencing F
Wi Instalation and testing
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Documentation and records
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STRUCTURED SYSTEM ! - records:

ISMS Objectives

Statement of Applicability

Risk assesment

Risk treatment plan

Statistics

Nonconf. and corr. act. list — intern. audit
Nonconf. and corr. act. list - process
List of preventive acivities

Annual revision

Annual revision - questionnaire
Annual revision - summary overview
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STRUCTURE OF DOCUMENTATION IS0 27001=

ISMS Policy and Ob, ]

ISMS Maaual

Ingtructions — DRP - BCP

nformations - guidelines
vidence, monitoring, analys
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“Legislation”

“Rules”

“Documents and records”

Information Secu

Supporting tools:

[oo0000000T — Detumprjave: [ 18412008 E

Invertarsk brojevi
Deltnik
Dielatnk sta

priceva 0, 3, 310, 1627 v

Kvar zrok - pobolanje
Uzrck kvara:

Pobofsanje:

0pis uzrka: pis pobofan

et tvan,
Instalran aniviusi progra. Rad uredno.

Napomena.

Inventarskibrof: 02548

Vistacpreme:  [Nctebook <

Kvar otklonien: [¢ Datum: 7122004
e a—
e o e [—————
Bez intervencije: [

e  —

_sn by
T —
r~ rz=—

BRISAIE
ZapisA

Record: (1) [T (30T of 3660

rity Management System;

E Hardver i softver

Hardver | scftver fostalo

Ol ine:
P czneke Prezine:

cPutet (i ot

RAM O (s B

H0D (Gt Otora @
pi pogon: o ke P C
OB pogon nepomena: Enait

BEG AT Password (emal)

T mentore

ez montors: Telpeseo

Diegonaa montors [

Inv. b montore: Wbk

Oatumazrie montora: o

Tippsaces - -
B0 pisa

Naziv pisas.
Inv.br pisace: pomens;
Datum ke pisaca: Spoltt r
Scaner.

Inv.br. scaners:
Datum kuprie scanera:
Hrdver ostal:
nv.br. ostao:

Datum ke csteo: R
BRISAIE ZAREA
2apisA

Records (1)« [ 1 (500 o 150




¢ 2006

1S5S0 27002:2005]

urity Management 'System

Admin DESK =X

Filter activities based on user
who is logged to application.
(my tasks — active tasks)

Aktivnoy Filter activities based on type | Guma, odioenokorsnd|
of activity (incident, solution,

risk ete...) Napravie
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Risk Management
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1alysis
Risk Evaluation
Risk Acceptance
Risk Treatment
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Risk' Assessment & Management

No Defined Risk Risk Defined Risk Estimated

Probability | | I

Not acceptable
Risk

ment

Managing Risk >
Value of the lost

Risk m@
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e Data recovery

e Business continuity plan
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LA

idelines for the;Management of Information Security’
nking and Related Financiall Services— Information

USA NIST’s 800 Series

USA GAO'’s Federal Information Systems Controls Audit Manual
(FISCAM)

German BSI “IT Baseline Protection Manual”

ISF's Standard of Good Practice
SEI's OCTAVE

SEI's SW-CMM

ISACA’s COBIT

FFIEC IT Examination Handbooks
ISSA’'s GAISP
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RISK — ASPECTS — EVALUATION - usual 'omission

Importance (1-10):

Back-up Antivirus Confidentiality

1. Production company 5 3 8
2. Newspaper or publishing 8 8 8
3. Retail 5 3-8 5
4. Financial 5 3 9
5. Tourism 3 7 9
..., real-time systems,...
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RISKHW - primary selection

Influence: Intereseted parties:
Complaint (use
Juridical or media response
Unknown

Expences in planed framework
Additional or external help necesary Legislative requirements:

Clear
Self assesment: Possibile
Importance significant Unknown
Unknown importance Absence

Internal supervision suficient
External help necesarily

Importance:
For ISMS team
For user
For department
For company
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DTCL al = D E
RISK SOFTWARE

-Office application -Viruses
-E-mail -Spyware
-Internet -Use errors
-Applications -Entry errors
-System SW -Unauthorised instalations
-Unauthorised use of assets
-Confidentiality
-Passwords
-Web
-Interanet
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RISK - SUPPLIERS

Response procedures
Supplier risk evaluation
Failure delay — in time

Failure delay — in value
Incident procedures
Authorised personnel list
Access restriciton

Contract termination protocols
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RISK - other

L]

-Fire

-Energetics and infrastructure
-Interferences and obstructions
-Unauthorised access

-Third party failure (suppliers,...)
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- confidentiality — code of conduct (personnel)
- data structures (officialy, internal, public)

Suppliers:
- confidentiality — rules
- access and assets rights
- transition period (contract termination)
- error,malfunction or incident responibilities

Third party:
- confidentiality — rules
- qualification — evaluation of personnel

Legal requirements: ...
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Information security is'not a condition but a process.

20 users error
(virus, e-mail, ...) educational
10 | organisational communication
problems - new technologies technologies, org., edu.
10 | new technologies and transition stages technologies
10 | suppliers and third parties legal, org.
9 equipment (*) technologies
8 energetisc and infrastructure org., tech.
3 intentional external threat edu., org., tech., leg.
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NFIDENTIALITY, INTEGRITY:

Tool for decreasing information security risk by use
of various metodologies and technologies.
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