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Information Security Management SystemInformation Security Management System

ISO/IEC 17799ISO/IEC 17799 andand BS 7799BS 7799--22 and ISO 27001and ISO 27001

1989 1989 –– BS PD 0003, A code of practice forBS PD 0003, A code of practice for information security information security 
managementmanagement

1995 1995 –– Updated and reUpdated and re--issued as BS 7799issued as BS 7799
1998 1998 –– Part 2 of BS 7799 issuedPart 2 of BS 7799 issued
1999 1999 –– First major revision to BS 7799First major revision to BS 7799--11
2000 2000 –– ISO 17799 was identical inISO 17799 was identical in technical content to BS7799technical content to BS7799--11
2002 2002 –– Major revision to BS 7799Major revision to BS 7799--22
2005 2005 –– ISO 27001ISO 27001

BSBS 77997799--1   =          ISO  177991   =          ISO  17799
BSBS 77997799--22 =          ISO  27001=          ISO  27001
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4 4 Information security management systemInformation security management system
4.1 4.1 General General requiremrequirementsents
4.2 4.2 Establishing and managing the ISMSEstablishing and managing the ISMS
4.2.1 4.2.1 Establish the ISMSEstablish the ISMS ANNEXANNEX AA
4.2.2 4.2.2 Implement and operate the ISMSImplement and operate the ISMS
4.2.3 4.2.3 Monitor and review the ISMSMonitor and review the ISMS
4.2.4 4.2.4 Maintain and improve the ISMSMaintain and improve the ISMS
4.3 4.3 Documentation requirementsDocumentation requirements
4.3.1 General4.3.1 General
4.3.2 Control of documents 4.3.2 Control of documents 
4.3.3 Control of records4.3.3 Control of records

ISO 9001
ISO 14001



c 2006 3

ISO 27001:2005    ISO 27001:2005    InformationInformation SecuritySecurity ManagementManagement SystemSystem

5 5 Management responsibility Management responsibility 
5.1 5.1 Management commitment Management commitment 
5.2 5.2 Resource management Resource management 
5.2.1 Provision of 5.2.1 Provision of resresourcesources
5.2.2 Training, awareness and competence5.2.2 Training, awareness and competence
6 6 Internal ISMS Internal ISMS audauditit
7 7 Management review of the ISMSManagement review of the ISMS
7.1 7.1 GeneralGeneral
7.2 7.2 Review inputReview input
7.3 7.3 Review output Review output 
8 8 ISMS ISMS improvemenimprovementt
8.1 8.1 Continual impContinual improvementrovement
8.2 8.2 Corrective actionCorrective action
8.3 8.3 Preventive action Preventive action 
Annex A Control objectives and controlsAnnex A Control objectives and controls

ISO 9001
ISO 14001
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ProtectionProtection againstagainst maliciousmalicious softwaresoftware10.410.4

SystemSystem planningplanning andand acceptanceacceptance10.310.3

ThirdThird partyparty serviceservice deliverydelivery managementmanagement10.210.2

OperationalOperational proceduresprocedures andand responsibilitiesresponsibilities10.110.1

CommunicationsCommunications andand operationsoperations managementmanagement1010

EquipmentEquipment securitysecurity9.29.2

SecureSecure areasareas9.19.1

PhysicalPhysical andand environmentalenvironmental securitysecurity99

TerminationTermination oror changechange ofof employmentemployment8.38.3

DuringDuring employmentemployment8.28.2

Prior to Prior to employmentemployment8.18.1

Human Human resourcesresources securitysecurity88

InformationInformation classificationclassification7.27.2

ResponsibilityResponsibility forfor assetsassets7.17.1

AssetAsset managementmanagement77

ExternalExternal partiesparties6.26.2

InternalInternal organizationorganization6.16.1

OrganizationOrganization ofof informationinformation securitysecurity66

SecuritySecurity PolicyPolicy55

Engl.Engl.Aneks AAneks A
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SecuritySecurity inin developmentdevelopment andand supportsupport processesprocesses12.512.5

SecuritySecurity ofof systemsystem filesfiles12.412.4

CryptographicCryptographic controlscontrols12.312.3

CorrectCorrect processingprocessing inin applicationsapplications12.212.2

SecuritySecurity requirementsrequirements ofof informationinformation systemssystems12.112.1

InformationInformation systemssystems acquisitionacquisition, , developmentdevelopment andand maintenancemaintenance1212

MobileMobile computingcomputing andand teleworkingteleworking11.711.7

ApplicationApplication andand informationinformation accessaccess controlcontrol11.611.6

OperatingOperating systemsystem accessaccess controlcontrol11.511.5

NetworkNetwork accessaccess controlcontrol11.411.4

UserUser responsibilitiesresponsibilities11.311.3

UserUser accessaccess managementmanagement11.211.2

BusinessBusiness requirementrequirement forfor accessaccess controlcontrol11.111.1

Access Access ControlControl1111

MonitoringMonitoring10.110.1

ElectronicElectronic commercecommerce servicesservices10.910.9

Exchange Exchange ofof informationinformation10.810.8

MediaMedia handlinghandling10.710.7

NetworkNetwork SecuritySecurity managementmanagement10.610.6

BackBack--upup10.510.5
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InformationInformation systemssystems audit audit considerationsconsiderations15.315.3

ComplianceCompliance withwith securitysecurity policiespolicies andand standardsstandards, , andand technicaltechnical

compliancecompliance
15.215.2

ComplianceCompliance withwith legallegal requirementsrequirements15.115.1

ComplianceCompliance1515

InformationInformation securitysecurity aspectsaspects ofof businessbusiness continuitycontinuity managementmanagement14.114.1

BusinessBusiness continuitycontinuity managementmanagement1414

ManagementManagement ofof informationinformation securitysecurity incidentsincidents andand improvementsimprovements13.213.2

ReportingReporting informationinformation securitysecurity eventsevents andand weaknessesweaknesses13.113.1

InformationInformation securitysecurity incident incident managementmanagement1313

TechnicalTechnical VulnerabilityVulnerability ManagementManagement12.612.6
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Scope of ISMS

ISMS Policy

Review of 

risk management

Management 

representative, ISFG

Rec- Evaluation of

HW 

Rec- Evaluation of 

Network and comm.

Rec –

Evaluation of supplier

Rec - Evaluation of 

infrastructure

Rec- Evaluation of

SW

Rec –

Evaluation of users

Rec–Occupation health 

and safety hazard

Rec –

Evaluation of incidents

Rec-Risk analysis

Rec- List of legal 

reqirements

R -Internal organisational 

documentation

WI Emergency protocols

ISMS Manual

QP PGZ 01

Risk evaluation

QP PGZ 02

Reporting and statistics

QP PGZ 03

Incident handling

QP QAM 0801

Internal audit *

QP  QAM 0802

Non conformities *

PSK QAM 0803

Corrective and 

preventive activities *

Management

Review of ISMS

1.3

1.2

1.1

1.4

2.1

5.2

2.2

2.3

2.5

2.6

2.7

2.9

2.11

3.1

3.2

2.4

Rec –Evaluation of

power supplies

2.8

Rec-Evaluation of legal 

requrements

WI Evaluation of 

statistical data

WI ISMS responsibilities

WI Defining and communicating 

of confidentiality

WI Defining and comunicating

of non allowed activities 

WI Information clasification

WI Back-up

WI Secure areas - rules

WI Third party - access 

and protocols

WI Antivirus and spyware 

protection

WI External communication

WI Internal project and 

process communication

WI New equipement and 

technology validation

WI Personel validation

WI Suppliers - contracts 

and protocols

WI Coordination of multiuser

activities

WI Instalation and testing

WI ISMS

Documentation and records

2.10

4.1

4.2

4.3

4.4

4.5

4.6

4.8

4.7

4.9

4.10

4.11

4.12

4.13

4.14

4.16

4.17

5.1

4.6a

WI Suppliers: Annexes, 

opening and closing activities 

4.13a

WI Licencing
4.15

WI Bussiness continuity
4.18

Example 1: unstructured system – before ISO 27001

Scope of ISMS

ISMS Policy

Review of

risk management

Management

repres entative, ISFG
Rec- Evaluation of

HW

Rec-Evaluation of

Network and comm.

Rec –

Evaluation of supplie r

Rec - Evaluation of

infrast ructure

Rec- Evaluation of

SW

Rec –

Evaluation of users

Rec–Occupation hea lth

and safety haza rd

Rec –

Evaluation of incidents

Rec-Risk ana lysis

Rec- List of le gal

reqire ments

R -Inte rnal or ganisational

documentatio n

WI Emergenc y proto cols

ISMS Manual

QP PGZ01

Risk evaluation

QP PGZ02

Reporting and statistics

QP PGZ03

Incident handling

QP QAM0801

Internal audit *

QP QAM0802

Non conformities *

PSK QAM0803

Corre ctive and

preventive act ivities *

Management

Review of ISMS

1.3

1.2

1.1

1.4

2.1

5.2

2.2

2.3

2.5

2.6

2.7

2.9

2.11

3.1

3.2

2.4

Rec –Evaluation of

power suppli es

2.8

Rec-Evaluation of le gal

requrements

WI Evaluation of

statistical data

WI ISMS responsibil ities

WI Defining and communicating

of confidentiality

WI Defining and comunicati ng

of non allowed activit ies

WI Information clasif ication

WI Back-up

WI Secure ar eas - rules

WI Thi rd part y - acc ess

and protocols

WI Antivirus and spy ware

protection

WI External commu nication

WI Internal p roject a nd

process communication

WI New equipement and

technology validation

WI Personel validati on

WI Suppliers - contr acts

and protocols

WI Coordinati on of multiuse r

activities

2.10

4.1

4.2

4.3

4.4

4.5

4.6

4.8

4.7

4.9

4.10

4.11

4.12

4.13

4.14

4.16

5.1

4.6a

WI Suppliers: Annexes, 

opening and closing activities

4.13a

WI Licencing

4.15
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AnnualAnnual revisionrevision -- summarysummary overviewoverview

......

AnnualAnnual revisionrevision -- questionnairequestionnaire

AnnualAnnual revisionrevision

List List ofof preventive preventive acivitiesacivities

NonconfNonconf. . andand corrcorr. . actact. list . list -- processprocess

NonconfNonconf. . andand corrcorr. . actact. list . list –– internintern. audit. audit

StatisticsStatistics

RiskRisk treatmenttreatment planplan

RiskRisk assesmentassesment

StatementStatement ofof ApplicabilityApplicability

ISMSISMS ObjectivesObjectives

......

ConfidentialityConfidentiality statmentstatment policypolicy

ElectronicElectronic mailmail policypolicy

ITIT ResourcesResources UseUse PolicyPolicy

InformationInformation securitysecurity policypolicy

STRUCTUREDSTRUCTURED SYSTEMSYSTEM -- recordsrecords: : 
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STRUCTURESTRUCTURE OFOF DOCUMENTATIONDOCUMENTATION ISO 27001ISO 27001::

ISMSISMS PolicyPolicy andand ObjectivesObjectives

ISMSISMS ManualManual

ProceduresProcedures

InformationsInformations -- guidelinesguidelines

EvidenceEvidence, , monitoringmonitoring, , analysesanalyses

““DeclarationDeclaration””

““ConstitutionConstitution””

““LegislationLegislation””

““RulesRules””

““DocumentsDocuments andand recordsrecords””

InstructionsInstructions –– DRPDRP -- BCPBCP
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SupportingSupporting toolstools::
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Detailed form of activity
Detailed form of activity

Filter activities based on type 

of activity (incident, solution, 

risk etc…)

Filter activities based on type 

of activity (incident, solution, 

risk etc…)

Filter activities based on user 

who is logged to application.

(my tasks – active tasks)

Filter activities based on user 

who is logged to application.

(my tasks – active tasks)
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RISKRISK

RiskRisk ManagementManagement

RiskRisk AssessmentAssessment

RiskRisk AnalysisAnalysis

RiskRisk EvaluationEvaluation

RiskRisk AcceptanceAcceptance

RiskRisk TreatmentTreatment
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Managing Risk

No Defined Risk Risk Defined Risk Estimated

R
is
k
a
n
a
ly
si
s

R
is
k
a
ss
e
ss
m
e
n
t

R
is
k
m
a
n
e
g
e
m
e
n
t

Value of the lost

Probability

Not acceptable
Risk

RiskRisk AssessmentAssessment & Management& Management
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• Risk management

• Data recovery

• Business continuity plan
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ISO 13335 ISO 13335 ““Guidelines for the Management ofGuidelines for the Management of InformationInformation SecuritySecurity””
ISO 13569 ISO 13569 ““Banking and Related Financial Banking and Related Financial ServicesServices –– InformationInformation

SecuritySecurity GuidelinesGuidelines””
ISO 15408 ISO 15408 ““Evaluation Criteria for  IT Security Evaluation Criteria for  IT Security ((CommonCommon CriteriaCriteria))””

USAUSA NISTNIST’’s 800 s 800 SeriesSeries
USAUSA GAOGAO’’s s FederalFederal InformationInformation SystemsSystems ControlsControls Audit Manual Audit Manual 

((FISCAMFISCAM))
German BSI  German BSI  ““IT Baseline Protection ManualIT Baseline Protection Manual””

ISFISF’’ss Standard of Good PracticeStandard of Good Practice
SEISEI’’s s OCTAVEOCTAVE
SEISEI’’s s SWSW--CMMCMM
ISACAISACA’’s s COBITCOBIT
FFIECFFIEC ITIT ExaminationExamination HandbooksHandbooks
ISSAISSA’’s s GAISPGAISP
……
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RISKRISK –– ASPECTSASPECTS –– EVALUATIONEVALUATION -- usualusual omissionomission

ImportanceImportance (1(1--10)10)::
BackBack--upup AntivirusAntivirus ConfidentialityConfidentiality

5                 3                85                 3                8

8                 8                88                 8                8

5                 35                 3--8            58            5

5                 3                95                 3                9

3                 7                9 3                 7                9 

1. 1. ProductionProduction companycompany

2. 2. NewspaperNewspaper oror publishingpublishing

3. 3. RetailRetail

4. 4. FinancialFinancial

5. 5. TourismTourism

……, , realreal--time time systemssystems,,……
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RISKRISK HWHW -- primaryprimary selectionselection

InfluenceInfluence::
LimitedLimited to to workplaceworkplace
InsideInside companycompany
Wide Wide areaarea
ExpencesExpences inin planedplaned frameworkframework
AdditionalAdditional oror externalexternal helphelp necesarynecesary

SelfSelf assesmentassesment::
ImportanceImportance significantsignificant
UnknownUnknown importanceimportance
InternalInternal supervisionsupervision suficientsuficient
ExternalExternal helphelp necesarilynecesarily

ImportanceImportance::
ForFor ISMSISMS teamteam
ForFor useruser
ForFor departmentdepartment
ForFor companycompany

InteresetedIntereseted partiesparties::
ComplaintComplaint ((useruser, ...), ...)
JuridicalJuridical oror mediamedia responseresponse
UnknownUnknown

Legislative Legislative requirementsrequirements::
ClearClear
PossibilePossibile
UnknownUnknown
AbsenceAbsence
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RISKRISK SOFTWARESOFTWARE

......
--Office Office applicationapplication
--EE--mailmail
--InternetInternet
--ApplicationsApplications
--SystemSystem SWSW
......

......
--VirusesViruses
--SpywareSpyware
--UseUse errorserrors
--EntryEntry errorserrors
--UnauthorisedUnauthorised instalationsinstalations
--UnauthorisedUnauthorised useuse ofof assetsassets
--ConfidentialityConfidentiality
--PasswordsPasswords
--WebWeb
--InteranetInteranet
......
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RISKRISK -- SUPPLIERSSUPPLIERS

Incident Incident proceduresprocedures

AuthorisedAuthorised personnelpersonnel listlist

Access Access restricitonrestriciton

ContractContract terminationtermination protocolsprotocols

FailureFailure delaydelay –– inin valuevalue

FailureFailure delaydelay –– inin timetime

SupplierSupplier riskrisk evaluationevaluation

ResponseResponse proceduresprocedures

ContractContract termsterms

DataData//ActivitiesActivities//EquipmentEquipment
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RISKRISK -- otherother

......
--FireFire
--FloodFlood
--TheftTheft
--EnergeticsEnergetics andand infrastructureinfrastructure
--InterferencesInterferences andand obstructionsobstructions
--UnauthorisedUnauthorised accessaccess
--ThirdThird partyparty failurefailure ((supplierssuppliers,…),…)
......
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LEGALLEGAL ASPECTSASPECTS::

InternalInternal::
-- confidentialityconfidentiality –– codecode ofof conductconduct ((personnelpersonnel))
-- datadata structuresstructures ((officialyofficialy, , internalinternal, , publicpublic))
-- qualificationqualification –– evaluationevaluation ofof personnelpersonnel

SuppliersSuppliers::
-- confidentialityconfidentiality –– rulesrules
-- accessaccess andand assetsassets rightsrights
-- transitiontransition period (period (contractcontract terminationtermination))
-- error,malfunctionerror,malfunction oror incident incident responibilitiesresponibilities

ThirdThird partyparty::
-- confidentialityconfidentiality –– rulesrules
-- qualificationqualification –– evaluationevaluation ofof personnelpersonnel

LegalLegal requirementsrequirements: ...: ...
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10      new technologies and transition stages technologies

3         intentional external threat edu., org., tech., leg.                         

8         energetisc and infrastructure org., tech.

9        equipment (*)                                                        technologies

10     suppliers and third parties legal, org.

10      organisational communication
problems - new technologies technologies, org., edu.

20       users error
(virus, e-mail, …)                                                       educational

30       unadequate organisation, ignorance, …              organisational

% INCIDENT TYPE IMPROVEMENTS

InformationInformation securitysecurity isis notnot a a conditioncondition but a but a processprocess. . 
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AVAILABILITYAVAILABILITY, , CONFIDENTIALITYCONFIDENTIALITY, , INTEGRITYINTEGRITY::

ToolTool forfor decreasingdecreasing informationinformation securitysecurity riskrisk byby useuse
ofof variousvarious metodologiesmetodologies andand technologiestechnologies. . 


